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Abstract

As misinformation/disinformation continues to proliferate across online platforms,
governments and social media companies have introduced various countermeasures.
Despite ongoing efforts, online falsehoods persist. This study investigated the reasons
behind this anomaly through a comparative analysis of counter-misinformation/
disinformation legislation across several countries and a review of the measures
adopted by social media companies. Using Singapore as a case study, this study also
proposed ways to further strengthen the effectiveness of its legislation.

The study found that governments’ counter-misinformation/disinformation
measures mainly fell into three categories: (i) legislation/regulation, (ii) task force, and
(i) public education. Furthermore, additional counter-misinformation/disinformation
actions were adopted by governments and platforms during public health emergencies,
election campaigns, and international conflicts - events where misinformation/
disinformation tends to surge, carrying greater political and social risks.

Regarding Singapore’s efforts to counter misinformation/disinformation,
communicating with the public more explicitly and consistently across multiple
channels, as well as raising public knowledge of fact-checking by weaving media and
information literacy into education, can be considered.



Introduction

Ever since the generation and dissemination of falsehoods gained global attention over
the last five years, countries have been exercising greater governance over the Internet
for content regulation. A two-pronged approach has generally been used to manage
the generation and spread of misinformation: (i) governments' use of legislation and
other initiatives, and (ii) self-policing/management by social media companies. Despite
such efforts, the rise and proliferation of falsehoods in online spaces have not been
contained. This study seeks to examine reasons for this outcome via a comparative
analysis of several countries' legislation/approaches, as well as a review of social media
companies’ efforts.

It is acknowledged that many countries have enacted legislation and
implemented policies officially aimed at fighting disinformation and correcting
falsehoods. However, critics contend that such measures have also been used to
suppress free speech, promote their own disinformation for censorship of truth, and
advance propaganda.l This report reviews different countermeasures and actions that
have been taken so far; the merits or critiques of any country's use of legislation are
beyond the scope of this report.

A Review of Governments’ Counter-
misinformation/disinformation Measures

This section provides an overview of the counter-misinformation/disinformation
measures implemented by key global jurisdictions, including China, the European Union
(EV), the United Kingdom (UK), and the United States (US).2 We also included Malaysia
as part of the review, as it was the first Southeast Asian country to introduce a fake
news law, even though its Anti-Fake News Act 2018 had a relatively short existence,
given the decision to repeal it. A brief summary of measures implemented in other
countries is presented in Appendix A.

Based on our review, the counter-misinformation/disinformation measures
mainly fell into three aspects: (i) legislation/regulation, (ii) task force, and (iii) public
education. The review aims to explore the current and evolving regulatory landscape

1 Janjira Sombatpoonsiri and Dien Nguyen An Luong, “Justifying Digital Repression Via ‘Fighting Fake News””,
ISEAS - Yusof Ishak Institute, Accessed 3 September 2025, https://www.iseas.edu.sg/wp-
content/uploads/2022/06/TRS11_22.pdf; Andrea E. Kozinowski, “EU’s Fight Against Disinformation - Who
Owns the Truth?”, MediaLaws, 10 July 2025, https://www.medialaws.eu/eus-fight-against-disinformation-who-
owns-the-truth.

2 There have been several attempts to review the counter-misinformation/disinformation measures adopted by
various countries. For example, the Poynter Institute for Media Studies, Inc. has created a guide on existing global
attempts to legislate against online falsehoods. Although Poynter claims that its content is being updated on an
ongoing basis, it was found that some new developments were not covered, such as the UK’s Online Safety Act,
and the repeal of Malaysia’s Anti-Fake News Act 2018. See Daniel Funke and Daniela Flamini, “A Guide to Anti-
Misinformation Actions around the World”, Poynter, Last modified 2019, https://www.poynter.org/ifcn/anti-
misinformation-actions/.
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for dealing with disinformation and misinformation and draw implications for further
improving the effectiveness of the Protection from Online Falsehoods and
Manipulation Act (POFMA).

1. China

Legislation

China appears to have the strictest misinformation laws in the world.® These are
derived from three categories of laws and regulations:*

i. The Supreme Law - Constitution of the People's Republic of China

ii. General Laws - e.g., Criminal Law, Civil Code, Law on Penalties for
Administration of Public Security

iii. Internet Laws and Regulations - e.g., Cybersecurity Law, Administrative
Measures for the Internet Information Services, Provisions on the Administration
of Deep Synthesis Internet Information Services.

In addition, the Xinjiang Uygur Autonomous Region adopted extra regulations known
as Xinjiang Regulations on Preventing and Punishing the Online Transmission of False
Information, which was “formulated on the basis of relevant laws and regulations,
together with actual conditions in the autonomous region”.

Task Force - Cyberspace Administration of China

The Cyberspace Administration of China (CAC), established in May 2011, is the
enforcement agency for the Internet content provision sector, overseeing Internet
content regulation and cyberspace security.

The CAC has investigated social media companies for facilitating the spread of
rumours. For example, in 2017, the CAC investigated top social media sites such as
Weibo and WeChat for failing to comply with cyber laws regarding the circulation of
content containing online harms, including rumours.” In 2023, the CAC issued a notice
on strengthening the management of “self-media”.® Some of the 13 rules relate to

3 Daniel Funke and Daniela Flamini, “A Guide to Anti-misinformation Actions around the World - China”, Poynter,
Last modified 2019, https://www.poynter.org/ifcn/anti-misinformation-actions/#china.

4 2, EEAENKIES, WTIREEIEN", #4Emik, 7 February 2022,
http://www.xinhuanet.com/talking/character/2022020702.htm.

5> China Law Translate, “Xinjiang Regulations on Preventing and Punishing the Online Transmission of False
Information”, 7 December 2016, https://www.chinalawtranslate.com/en/xinjiang-regulations-on-preventing-and-
punishing-the-online-transmission-of-false-information/.

6 Cyberspace Administration of China, “EZ BBt 2 /A =", Last modified 1 August 2014,
https://www.cac.gov.cn/2014-08/01/c_1111903999.htm.

7 Cate Cadell, “China Investigates Top Local Social Media Sites in Push to Control Content”, Reuters, 11 August
2017, https://www.reuters.com/article/us-china-cyber-idUSKBN1ARO7K.

8 Cyberspace Administration of China, “$F 058" B E A SR 9B A", Last modified 10 July 2023,
http://www.cac.gov.cn/2023-07/10/c_1690638496047430.htm.
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countering misinformation.® On 29 August 2018, in collaboration with Xinhuanet, the
CAC's lllegal and Harmful Information Reporting Centre established the China Internet
Joint Rumour Debunking Platform (https:/www.piyao.org.cn/) to provide the general
public with an authoritative platform for identifying and reporting rumours.1° Social
media accounts have been set up for more effective and efficient communication with
the public, with "Today's Debunking of Rumours" published almost daily.}? “Today’s
Science Popularisation” and “Today’s Reminder” are also published frequently on the
WeChat accounts.

Public Education

In 2004, the Ministry of Education issued the National Educational Technology
Standards for Primary and Middle School Teachers guidelines, which stressed the
importance of media and information literacy (MIL) education to integrate information
and communication technologies into the curriculum.'? In April 2022, the Ministry of
Education promulgated the Compulsory Education Information Technology Curriculum
Standards (2022 Edition).1® The curriculum emphasises core literacies (including digital
literacy), improving students' information awareness and fostering a sense of
responsibility in the information society.1*

2. United States (US)

Legislation - Countering Foreign Propaganda and Disinformation Act

The 2016 Countering Foreign Propaganda and Disinformation Act enables US
government agencies to coordinate information-sharing activities regarding foreign
information operations and warfare.’®> The Act also provides funding for journalist
training and for “grants and contracts” to specialists in foreign disinformation.t¢

? Ibid

10 [y 4, “rb [ B ER G R & IR RER”, #7484, 29 August 2018,
http://www.xinhuanet.com/politics/2018-08/29/c_1123350023.htm.

1 dhEME R, FRIE, Accessed 28 December 2023,
https://weibo.com/12377jbzx?refer_flag=1005055014.

12 Ministry of Education of the People’s Republic of China, B 2R X FEN4k {F/NFHIMHEBR AR DIRE (G
17) ) B9BA. Last modified 11 December 2023.
http://www.moe.gov.cn/srcsite/A10/s6991/200412/t20041215_145623.html.

13 Ministry of Education of the People’s Republic of China, X &# & 2 E RHIRIEIRA(20224ERR), Last modified 8
April 2022. http://www.moe.gov.cn/srcsite/A26/s8001/202204/t20220420_619921.html.

VHERN, FREEFRERK | BRKR: ARGEZFREE BREFHFTEZFRSHENLR", #7EM, 25 August
2023, http://www.news.cn/science/20230825/4c64e905877e4a7eal307f9ff46fafb3a/c.html.

15 Congress.gov, “S.3274 - Countering Foreign Propaganda and Disinformation Act”, Accessed 22 October 2024,
https://www.congress.gov/bill/114th-congress/senate-bill/3274.

16 U.S. Senator Chris Murphy, “Senate Passes Major Murphy-Portman Counter-Propaganda Bill as Part of NDAA”,
Press Release, 8 December 2016, https://www.murphy.senate.gov/newsroom/press-releases/senate-passes-
major-murphy-portman-counter-propaganda-bill-as-part-of-ndaa.

4


https://www.piyao.org.cn/
http://www.xinhuanet.com/politics/2018-08/29/c_1123350023.htm
https://weibo.com/12377jbzx?refer_flag=1005055014_
http://www.moe.gov.cn/srcsite/A10/s6991/200412/t20041215_145623.html
http://www.moe.gov.cn/srcsite/A26/s8001/202204/t20220420_619921.html
http://www.news.cn/science/20230825/4c64e905877e4a7ea307f9ff46fafb3a/c.html
https://www.congress.gov/bill/114th-congress/senate-bill/3274
https://www.murphy.senate.gov/newsroom/press-releases/senate-passes-major-murphy-portman-counter-propaganda-bill-as-part-of-ndaa
https://www.murphy.senate.gov/newsroom/press-releases/senate-passes-major-murphy-portman-counter-propaganda-bill-as-part-of-ndaa

Legislation - Proposed Federal Law: Honest Ads Act

The Honest Ads Act was proposed in October 2017 in response to Russia buying and
placing political ads on social media during the 2016 US presidential election.’” This
proposed legislation aims to close a loophole in current campaign finance laws that
permits foreign entities to purchase online ads mentioning candidates.’® While not
designed specifically to address misinformation per se, the Act’s proposed transparency
mechanisms are intended to deal with the problem of opaque or “anonymous” overseas
disinformation campaigns,? and hence attempts to combat disinformation originating
from sponsored or monetised political speech.

The effectiveness of the proposed Act has been questioned. The Senate Select
Committee on Intelligence determined that “paid advertisements were not key” to
Russian influence efforts.?° It was found that in states where similar restrictions had
been implemented, the imposed liability had prevented social media platforms from
hosting political advertising. Therefore, if the Act were passed at the federal level,
online political speech would have been significantly reduced.?!

Legislation - Media Literacy Education Laws

At the state level, many media literacy education bills have been passed or are pending.
As of March 2023, 17 states have implemented media literacy legislative solutions. For
example, New Jersey and Delaware require both K-12 media literacy instruction and
standards; Texas mandates K-12 instruction without specifying standards; while
Minnesota requires standards only in certain subjects or grade levels.?2

Task Force

To counter disinformation from Russia and misleading information targeted at migrants,
the Department of Homeland Security (DHS) announced the establishment of the
Disinformation Governance Board on 27 April 2022.22 The board was intended to
standardise and streamline the DHS’s efforts to respond to disinformation that may be

17 Natasha Bertrand, “Senators Have a New Plan to Fix a Major Loophole That Let Russia Take Advantage of
Facebook and Tech Giants”, Insider, 20 October 2017, https://www.businessinsider.com/honest-ads-act-
facebook-google-twitter-russia-2017-10.

18 Tim Lau, “The Honest Ads Act Explained”, Brennan Centre for Justice, 17 January 2020,
https://www.brennancenter.org/our-work/research-reports/honest-ads-act-explained.

19 Evan Ottenfeld, “Here’s What the Honest Ads Act Would and Would Not Do”, Issue One, 10 April 2018,
https://issueone.org/articles/heres-what-the-honest-ads-act-would-and-would-not-do/.

20 Select Committee on Intelligence (United States Senate), Russian Active Measures, Campaigns and Interference in
the 2016 U.S. Election Volume 2: Russia's Use of Social Media with Additional Views, Accessed 8 December 23,
https://www.intelligence.senate.gov/sites/default/files/documents/Report_Volume2.pdf.

21 Wall Street Journal, “Honest Ads Act Is False Advertising”, Wall Street Journal, 13 October
2019,https://www.wsj.com/articles/honest-ads-act-is-false-advertising-11570995764.

22 Media Literacy Now, “Putting Media Literacy on the Public Policy Agenda”, Accessed 8 December 2023,
https://medialiteracynow.org/impact/current-policy/.

23 Amanda Seitz, “Disinformation Board to Tackle Russia, Migrant Smugglers”, Associated Press, 28 April 2022,
https://apnews.com/article/russia-ukraine-immigration-media-europe-misinformation-
4e873389889bb1d9e2ad8659d9975e9d.
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linked to threats of violence against the US.2* Following a recommendation from the
Homeland Security Advisory Council, DHS terminated the Disinformation Governance
Board on 24 August 2022.2>

On 23 September 2022, the Foreign Malign Influence Centre was activated as
the government’s main body for analysing and consolidating intelligence on foreign
malicious influence, effectively serving as a “disinformation office”.?¢

Public Education

Media literacy education in the US predates the term itself, rooted in critical pedagogy
and frameworks from media and cultural studies.?” MIL initiatives emphasise individual
responsibility to think critically.?® In addition to incorporating media literacy into school
curricula, the Department of Education’s national leadership initiative - the Literacy
Information and Communication System - has also collaborated with the National
Association for Media Literacy Education to promote media literacy for adults.?’

3. European Union (EU)
The European Commission has started various initiatives to tackle online
disinformation and misinformation.3°

Self-Regulatory Standards

In 2018, industry players agreed on self-regulatory standards to combat disinformation
through the Code of Practice on Disinformation.3! During the pandemic, signatories to
the Code of Practice on Disinformation carried out a COVID-19 Disinformation
Monitoring Programme to provide the public with information and updates about the

24 Nicole Sganga, “What Is DHS’ Disinformation Governance Board and Why |s Everyone So Mad about It?”, CBS
News, 6 May 2022, https://www.cbsnews.com/news/what-is-dhs-disinformation-governance-board-and-why-is-
everyone-so-mad-about-it/.

25 Homeland Security, “Following HSAC Recommendation, DHS Terminates Disinformation Governance Board”,
24 August 2022, https://www.dhs.gov/news/2022/08/24/following-hsac-recommendation-dhs-terminates-
disinformation-governance-board.

26 Office of the Director of National Intelligence, “The National Counterterrorism Centre - Organisation”,
Accessed 18 January 2024, https://www.dni.gov/index.php/nctc-who-we-are/organization/340-
about/organization/foreign-malign-influence-center; Ken Klippenstein, “The Government Created A New
Disinformation Office to Oversee All the Other Ones”, The Intercept, 5 May 2023,
https://theintercept.com/2023/05/05/foreign-malign-influence-center-disinformation/.

27 Centre for Media Literacy, “Media Literacy in the USA”, Accessed 13 September 2023,
https://www.medialit.org/reading-room/media-literacy-usa; Renee Hobbs and Amy Jensen, “The Past, Present,
and Future of Media Literacy Education”, Journal of Media Literacy Education 1 (2009): 1-11.

28 Renee Hobbs and Sandra McGee, “Teaching about Propaganda: An Examination of the Historical Roots of
Media Literacy”, Journal of Media Literacy 6 (2014): 56-67 ,https://digitalcommons.uri.edu/jmle/vol6/iss2/5/.

29 Michael Cruse, “Exploring Media Literacy for Adult Learners”, LINCS, 6 November 2019,
https://community.lincs.ed.gov/group/27/bulletin/exploring-media-literacy-adult-learners.

30 European Commission, “Tackling Online Disinformation”, Accessed 23 November 2023, https://digital-
strategy.ec.europa.eu/en/policies/online-disinformation.

31 European Commission, “The 2022 Code of Practice on Disinformation”, Accessed 23 November 2023,
https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation.
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virus and vaccines.?? The 2022 Strengthened Code of Practice on Disinformation
introduced more ambitious measures and commitments for industry players, including
demonetising misinformation dissemination, ensuring transparency in political
advertising, strengthening collaboration with fact-checkers, and facilitating
researchers’ access to data.3?

Legislation - Digital Service Act

On 16 November 2022, the Digital Service Act (DSA) came into force.3* The DSA holds
online platforms accountable for risks such as disinformation and electoral
manipulation by requiring large platforms to conduct annual risk assessments and
mitigation measures, while distinguishing harmful but legal content from illegal content
to protect free speech.®®

Additionally, the EU’s Artificial Intelligence (Al) Act officially became effective
on 1 August 2024, which sets transparency requirements for generative Al tools.3¢ The
Act also contains specific provisions for Al systems used for deepfakes, e.g., the Act
labels Al tools designed to influence elections as “high risk”, and highlights concerns
about certain Al tools’ potential “specific risks” for impersonation and deception.?’

Task Force - East Stratcom Task Force

The East Stratcom Task Force, established in March 2015 within the Strategic
Communications and Information Analysis Division of the European External Action
Service, combats Russia's disinformation campaigns by exposing false narratives,
analysing and reporting disinformation trends, and raising public awareness of their
harmful effects.3®

Public Education
The media literacy landscape in Europe is highly fragmented, with some countries like

Belgium, France, and Finland having government-supported programmes that
coordinate initiatives nationally and represent their countries internationally. Others

32 European Commission, “COVID-19 Disinformation Monitoring Programme”, Accessed 23 November 2023,
https://digital-strategy.ec.europa.eu/en/policies/covid-19-disinformation-monitoring.

33 European Commission, “2022 Strengthened Code of Practice on Disinformation”, 16 June 2022, https://digital-
strategy.ec.europa.eu/en/library/2022-strengthened-code-practice-disinformation.

34 European Commission, “Digital Services Act: EU's Landmark Rules for Online Platforms Enter into Force”, 16
November 2022, https://ec.europa.eu/commission/presscorner/detail/en/IP_22_6906.

35 European Commission, “Questions and Answers: Digital Services Act”,19 December 2023,
https://ec.europa.eu/commission/presscorner/detail/en/QANDA_20_2348.

36 European Parliament, “EU Al Act: First Regulation on Artificial Intelligence”, European Parliament- Topics, 8
June 2023, https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-
on-artificial-intelligence.

37 Felipe Romero Moreno, “Generative Al and Deepfakes: A Human Rights Approach to Tackling Harmful
Content”, International Review of Law, Computers & Technology 2024:1-30, Accessed 15 August 2024,
https://doi.org/10.1080/13600869.2024.2324540.

38 European Union External Action, “Countering Disinformation: Questions and Answers about the East StratCom
Task Force”, 27 October 2021, https://www.eeas.europa.eu/eeas/questions-and-answers-about-east-stratcom-
task-force_en.


https://digital-strategy.ec.europa.eu/en/policies/covid-19-disinformation-monitoring
https://digital-strategy.ec.europa.eu/en/library/2022-strengthened-code-practice-disinformation
https://digital-strategy.ec.europa.eu/en/library/2022-strengthened-code-practice-disinformation
https://ec.europa.eu/commission/presscorner/detail/en/IP_22_6906
https://ec.europa.eu/commission/presscorner/detail/en/QANDA_20_2348
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://doi.org/10.1080/13600869.2024.2324540
https://www.eeas.europa.eu/eeas/questions-and-answers-about-east-stratcom-task-force_en
https://www.eeas.europa.eu/eeas/questions-and-answers-about-east-stratcom-task-force_en

like Ireland, Portugal, and Sweden rely on strong national associations, while countries
such as Greece and Poland have active organisations but lack clear representative
bodies.?

To address this, the European Democracy Action Plan aims to empower citizens
and bolster more resilient democracies across the EU through “promoting free and fair
elections”, “strengthening media freedom”, and “countering disinformation”.*° The EU-
funded European Digital Media Observatory project, which began on 1 June 2020,
brought together academic researchers, media literacy experts, and fact-checkers to

understand and analyse disinformation.*!

4. United Kingdom (UK)

Legislation - Online Safety Act

After years of debate, the UK’s Online Safety Act 2023 (OSA) became law on 26
October 2023, which aims to safeguard both adults and children online and hold social
media companies accountable for their users’ safety.*? Regarding provisions on
falsehoods specifically, under Part 7, Chapter 7 of the OSA, as part of counter-
disinformation and misinformation measures, Ofcom (the UK’s telecommunications
regulator) must establish and maintain an advisory committee on disinformation and
misinformation. Under Part 7, Chapter 8, Ofcom will be tasked to improve the general
public’s media literacy with guidance from the Secretary of State.*®> Moreover, “sending
false information intended to cause non-trivial harm” was introduced as one of the
criminal offences by the Act and implemented on 31 January 2024.44

Task Force: National Security Communications Team
In January 2018, the government announced the establishment of the National

Security Communications Team (NSCT), a dedicated unit focused on tackling
disinformation and fake news.*> Through the NSCT's strategic communication,

39 Media & Learning EU, “Overview of Media Literacy Initiatives in EU Available”, Accessed 13 August 2024,
https://media-and-learning.eu/type/news/overview-of-media-literacy-initiatives-in-eu-available/.

40 European Commission, “Protecting Democracy”, Accessed 11 January 2024,
https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/new-push-european-
democracy/protecting-democracy_en.

41 European University Institute, “European Digital Media Observatory Launched”, 2 June 2020,
https://www.eui.eu/STG/News/2020/European-Digital-Media-Observatory-launched.

42 UK Parliament, “Online Safety Act 2023”, Accessed 23 November 2023, https://bills.parliament.uk/bills/3137;
GOV.UK, “A Guide to Online Safety Bill”, Last modified 16 December 2022, https://www.gov.uk/guidance/a-
guide-to-the-online-safety-bill.

43 |egislation.gov.uk, “Online Safety Act 2023”, Accessed 11 January

2024, ,https://www.legislation.gov.uk/ukpga/2023/50/enacted.

44 GOV.UK, “Guidance - Online Safety Act: Explainer”, Last modified 24 April 2025,
https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer.

45 Peter Walker, “New National Security Unit Set up to Tackle Fake News in UK”, The Guardian, 23 January 2018,
https://www.theguardian.com/politics/2018/jan/23/new-national-security-unit-will-tackle-spread-of-fake-news-
in-uk.
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the UK government, with the support of the Conflict, Stability and Security Fund, can
effectively respond to national security threats.*

Public Education

The UK has a long tradition of integrating media education into the formal curriculum
of schools and colleges and is currently very well-placed to provide media literacy
education.*’ Further, to empower citizens to make informed decisions and remain safe
online, the UK government has been working closely with various organisations on
multiple initiatives. For example, the “online media literacy resources” page provides
information about online media literacy events and resources.*® With support from the
Media Literacy Programme Fund, the Online Media Literacy Strategy and its
accompanying action plan form part of the government’s blueprint to empower citizens
to stay safe online and coordinate media and information literacy education.*’ A Media
Literacy Train-the-Trainer Grant Scheme has also been introduced to provide enhanced
media literacy support for children and individuals with special needs.>°

5. Malaysia
Legislation - Anti-Fake News Act 2018 (Repealed)

The Anti-Fake News Act 2018 came into force on 11 April 2018, following its
publication in the Federal Gazette of Malaysia,®* making it the first Southeast Asian
country to criminalise misinformation sharing.>? The Act penalises both the creators
and disseminators of fake news, while holding online service providers responsible for
third-party content. Its scope of prosecution extends to fake news originating outside
the country, if it affects Malaysia or Malaysians.>®

Following the May 2018 elections, a new government took office and efforts to
repeal the Anti-Fake News Act began. Although the lower house initially endorsed the

46 GOV.UK, “National Security Communications Team Programme”, Accessed 23 November 2023,
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/842737/Nat
ional_Security_Communications_Team_Programme.odt.

GOV.UK, “About Us - Conflict, Stability and Security Fund”, Accessed 23 November 2023,
https://www.gov.uk/government/organisations/conflict-stability-and-security-fund/about.

47 Julian McDougall and Sonia Livingstone, “Media and Information Literacy Policies in the UK”, Accessed 7
December 2023, https://eprints.lse.ac.uk/57103/.

48 GOV.UK, “Online Media Literacy Resources”, Last modified 30 September 2021,
https://www.gov.uk/guidance/online-media-literacy-resources.

49 GOV.UK, “Online Media Literacy Strategy”, Last modified 10 August 2021,
https://www.gov.uk/government/publications/online-media-literacy-strategy.

50 GOV.UK, “Media Literacy Train-the-Trainer Grant Scheme”, Last modified 10 November 2021,
https://www.gov.uk/guidance/media-literacy-train-the-trainer-grant-scheme.

51 Library of Congress, “Malaysia: Anti-Fake News Act Comes into Force”, 19 April 2018,
https://www.loc.gov/item/global-legal-monitor/2018-04-19/malaysia-anti-fake-news-act-comes-into-force/.
52 poynter, “A Guide to Anti-misinformation Actions around the World - Malaysia”, Last modified 2019,
https://www.poynter.org/ifcn/anti-misinformation-actions/#malaysia.

53 Hannah Beech, “As Malaysia Moves to Ban ‘Fake News,” Worries About Who Decides the Truth”, The New York
Times, 2 April 2018,, https://www.nytimes.com/2018/04/02/world/asia/malaysia-fake-news-law.html.
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repeal in August 2018, the upper house successfully opposed it.>* On its second
attempt, however, the Anti-Fake News (Repeal) Bill 2019 was passed by the lower
house on 9 October 2019,>> and subsequently by the Senate on 19 December 2019.%¢

On 16 November 2020, the Malaysian Parliament discussed a proposal to revive
the Anti-Fake News Act 2018 in light of the widespread dissemination of
misinformation, particularly on COVID-19.>7 On 12 March 2021, the Malaysian
government issued the Emergency (Essential Powers) (No. 2) Ordinance 2021, which
criminalises the spreading of false information concerning COVID-19 and includes
provisions that temporarily suspend certain standard legal protections.>® It was viewed
as an intensified version of the Anti-Fake News Act 2018.° In September 2023,
Communications Minister Fahmi Fadzil said the government (at that point in time) had
no intentions to reinstate the Anti-Fake News Act 2018.¢°

Task Force

In November 2022, prior to the 15% general election, the Communications and
Multimedia Ministry (K-KOMM) formed a dedicated task force comprising over 100
members from the Malaysian Communications and Multimedia Commission and the
Royal Malaysia Police to monitor fake news circulating on social media.®! To enable
immediate action, the task force was empowered to swiftly remove identified fake
news without waiting for a report.62

Public Education
Launched in early 2021, Media Education For All, Malaysia’s pioneer national media

literacy movement, aims to counter misinformation and disinformation by training
educators to teach media literacy to their students.®® The project aimed to recruit 100

54 Library of Congress, “Malaysia: Bill to Repeal Anti-Fake News Act Passed”, 24 October 2019,
https://www.loc.gov/item/global-legal-monitor/2019-10-24/malaysia-bill-to-repeal-anti-fake-news-act-passed/.
55 The Straits Times, “Malaysia Parliament Passes Law to Scrap Anti-Fake News Bill Again, Abolishing It within the
Year”, The Straits Times, 10 October 2019, https://www.straitstimes.com/asia/se-asia/malaysia-parliament-
passes-law-to-scrap-anti-fake-news-law-again-abolishing-it-end-of.

56 FMT Reporters, “Malaysia Finally Scraps Anti-Fake News Act”, Free Malaysia Today (FMT), 19 December 2019,
https://www.freemalaysiatoday.com/category/nation/2019/12/19/malaysia-finally-scraps-anti-fake-news-act/.
57 The Straits Times, “Malaysia to Discuss the Revival of Anti-Fake News Act in Parliament”, The Straits Times,
Accessed 12 January 2024, https://www.straitstimes.com/asia/se-asia/malaysia-to-discuss-the-revival-of-anti-
fake-news-act-at-parliament.

58 Mohd Azizuddin Mohd Sani, “Could Malaysia’s Fake News Ordinance Stifle Public Debate?”, East Asia Forum,
Last modified 21 April 2021, from https://www.eastasiaforum.org/2021/04/21/could-malaysias-fake-news-
ordinance-stifle-public-debate/.

59 Lasse Schuldt, “The Rebirth of Malaysia's Fake News Law - and What the NetzDG Has to Do with It”,
Verfassungsblog, 13 April 2021, https://verfassungsblog.de/malaysia-fake-news/.

60 The Star, “Govt Has No Plans to Reinstate Anti-Fake News Act, Says Comms Minister”, The Star, 27 September
2023, https://www.thestar.com.my/news/nation/2023/09/27/govt-has-no-plans-to-reinstate-anti-fake-news-
act-says-comms-minister.

61 MalayMail, “Communications and Multimedia Ministry Sets Up Task Force to Combat Fake News during GE15”,
MalayMail, 10 November 2022, https://www.malaymail.com/news/malaysia/2022/11/10/communications-and-
multimedia-ministry-sets-up-task-force-to-combat-fake-news-during-ge15/38844.

62 |bid.

63 ME4A, “Media Education for All”, Accessed 15 January 2024, https://me4a.arus.cc/; see also Newsstreamasia,
“Malaysian Media Literacy Campaign Developed by Educators Bags Gold in Asian Award”, Newsstreamasia, 13
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new members for the registered association by the end of 2021 and reach 3,000
educators by January 2022 through the Media Education Academy.®*

The Digital Education Policy, approved by the Cabinet on 26 May 2023 and
effective from 2023 to 2030, aims to equip all students with fundamental digital skills
by emphasising the integration of digital technology into the learning environment,
thereby cultivating a digitally literate generation.®>

6. Other Jurisdictions

Appendix A provides a brief overview of anti-misinformation/disinformation actions
taken by some other countries around the world. Due to language barriers, the
information presented is based on our best interpretation of the latest accessible
English sources. New developments may arise after the date of retrieval.

A Review of Mainstream Social Media Platforms’ Counter-
misinformation/ disinformation Measures

Social media platforms continue to grapple with the pervasive problem of
misinformation and disinformation. In response to this ongoing and escalating issue,
they have implemented various strategies such as fact-checking programmes and
content moderation algorithms. Nonetheless, the effectiveness of these approaches is
uncertain and remains a subject of debate, as the complex nature of misinformation
presents ongoing challenges that often surpass the platforms’ endeavours. The
question persists as to whether they can combat the proliferation of falsehoods on
their platforms, particularly during crucial periods such as public health emergencies
and election campaigns.

Beyond Singapore, social media platforms have found themselves under increasing
pressure to regulate the spread of misinformation and disinformation. Approaches to
regulating such content include:

i. Direct regulation (via legal measures)
ii. Voluntary self-regulation on the part of online platforms
iii. Co-regulation®

September 2021, https://newstreamasia.com/general/education/malaysian-media-literacy-campaign-developed-
by-educators-bags-gold-in-asian-award/.

64 ARUS, “Media Education For All (ME4A)”, Accessed 15 January 2024, https://arusacademy.org.my/web/media-
education-for-all/.

65 The Star, “New Education Policy Will Help Foster Digital Savvy Students, Says Fadhlina”, The Star, 28 November
2023, https://www.thestar.com.my/news/nation/2023/11/28/new-education-policy-will-help-foster-digital-
savvy-students-says-fadhlina.

66 Corinne Tan, “Regulating Disinformation on Twitter and Facebook”, Griffith Law Review 31 (2022): 513-36.
https://www.tandfonline.com/doi/full/10.1080/10383441.2022.2138140.
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In the case of direct regulation, legal obligations for social media platforms and
service providers are implemented and enforced by relevant authorities. Platforms may
be directed to comply not only with correction or takedown notices, but also with
transparency, due diligence, and reporting obligations - with penalties for non-
compliance. While some of these obligations featured in the legislation specifically
target misinformation, disinformation, and online falsehoods, others may form part of
broader legal frameworks to combat harmful online content more generally. Examples
include Germany’s Network Enforcement Act, the EU’s Digital Services Act (DSA), and
Australia’s Online Safety Act 2021.¢7

Voluntary regulation measures may exist either in lieu of legal obligations (e.g., in
New Zealand, where a voluntary code of practice exists but is not legally binding) or as
supporting regulatory mechanisms to legal measures (e.g., voluntary codes of practice
that complement the DSA and the Australian Code of Practice on Disinformation).
Platforms which adopt these voluntary codes of practice commit to a range of safety
measures designed to mitigate harms that may arise from mis/disinformation.

However, while many Very Large Online Platforms have signed up for voluntary
codes of practice,® not all voluntary measures are equally drastic. Some platforms may
choose to reduce user access to misinformation, either by means of content removal
(which would prevent user access entirely), or by downranking content (e.g., via the use
of algorithms). Other platforms may instead use ‘soft moderation’ techniques, such as
warning labels.®?

Since 2018, social media platforms have made significant progress in detecting and
removing misinformation. Counter-misinformation and disinformation interventions by
social media platforms can be broadly categorised into three areas: (i) removal of
content which violates community guidelines or policies, (ii) partnering with
internationally accredited or third-party fact-checking organisations and initiatives,
and (iii) ensuring transparency and upholding civic processes such as electoral integrity.
The mainstream social media platforms included for discussion are Facebook,
Instagram, YouTube, TikTok, and X (formerly known as Twitter).”®

67 It is worth noting that Australia is currently also considering proposals to amend the 1992 Broadcasting and
Services Act, which would specifically target online misinformation and disinformation. See Tess Mierendorff,
George Psaltis, Elisa Wong, and Emily Hunyor, “Combatting Misinformation and Disinformation in Australia”,
Herbert Smith Freehills Kramer, 16 September 2024, https://www.hsfkramer.com/insights/2024-09/combatting-
misinformation-and-disinformation-in-australia.

68 For instance, Meta, TikTok, Google, Amazon, and Twitter signed up to the New Zealand voluntary code of
practice in 2022. See Eva Corlett, “Social Media Companies Promise to Reduce Harmful Content in New Zealand”,
The Guardian, 25 July 2022, https://www.theguardian.com/world/2022/jul/25/social-media-companies-promise-
to-reduce-harmful-content-in-new-zealand.

69 Emily Saltz, Soubhik Barari, Claire Leibowicz, and Claire Wardle, “Misinformation Interventions Are Common,
Divisive, and Poorly Understood”, Misinformation Review 2 (2021),
https://misinforeview.hks.harvard.edu/article/misinformation-interventions-are-common-divisive-and-poorly-
understood/.

70 While social media companies have taken steps to enhance counter-misinformation measures, there have been
recent setbacks. Countermeasures at social media company X have since been curtailed - e.g., restoration of
banned accounts and changes to advertising revenue monetisation. In 2023, X dropped out of the European
Union’s voluntary disinformation code of practice, which other companies had supported. See Catherine Sanz and
Catherine Thorbecke, “What Social Media Giants Are Doing to Counter Misinformation This Election”, ABC News,
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Criticism over Facebook’s inaction to tackle misinformation on its platform in 2016,
where its founder Mark Zuckerberg once dismissed the impact of electoral
misinformation on the platform, has since led it taking measures to address
disinformation and misinformation on Facebook and Instagram.

Platforms have worked collaboratively with accredited International Fact-Checking
Network (IFCN) third-party fact-checkers to review false content.”* Content containing
misinformation is also labelled with warnings across posts on Facebook.
Misinformation that is likely to “directly contribute to the risk of imminent physical
harm” or poses a risk to electoral integrity is also subject to removal.”2 The distribution
of posts and content labelled as false is significantly reduced, preventing
misinformation from going viral.”® Instagram has similar policies as Facebook, using a
combination of technology and community to identify posts and accounts which
contain misinformation.

YouTube addresses misinformation based on its principles of “4Rs”, namely (i)
removing content in violation of the platform’s policies, (ii) reducing recommendations
of content deemed to be borderline (i.e., may come close to a violation of platform
policies), (iii) raising prominence of authoritative sources of news and information, and
(iv) rewarding trusted creators.”* Policy enforcement involves the use of machine
learning tools, as well as content moderation teams.

TikTok has specific policies pertaining to various types of misinformation, e.g.,
climate change and elections. Enforcement actions against false content that infringes
on Community Principles include content removal and reach reduction to diminish its
virality. Other initiatives include partnering with IFCN fact-checking organisations and
educational initiatives. The company has also updated its policies around government,
political, and party accounts, banning all political advertising on the platform, e.g., in
Thailand.””

X has halted the enforcement of its COVID-19 misinformation policy. X has also
enforced rules to guard against attempts at interference with civic processes, such as
elections, banning attempts at misleading or false information that could potentially
impact such processes. X launched its own crowdsourced fact-checking initiative,
Community Notes, instead of partnering with third-party IFCN fact-checkers. The

18 October 2020, https://www.abcnews.go.com/Technology/social-media-giants-counter-misinformation-
election/story?id=73563997.

71 Instagram, “Reducing the Spread of False Information on Instagram”, Accessed 27 January 2024,
https://help.instagram.com/1735798276553028.

72 Meta, “Misinformation”, Accessed 26 January 2024, https://transparency.fb.com/en-gb/policies/community-
standards/misinformation/.

73 Meta, “Promoting Safety and Expression”,Accessed 26 January 2024,
https://about.meta.com/actions/promoting-safety-and-expression/.

74 YouTube, “How does YouTube Address Misinformation?”, Accessed 5 February 2024,
https://www.youtube.com/howyoutubeworks/our-commitments/fighting-misinformation/#removing-violative-
misinformation.

75 The Straits Times, “TikTok Bans Political Advertising in Thailand”, The Straits Times, 23 February 2023,
https://www.straitstimes.com/asia/se-asia/thai-politicians-banned-from-using-tiktok-to-woo-voters.

13


https://www.abcnews.go.com/Technology/social-media-giants-counter-misinformation-election/story?id=73563997
https://www.abcnews.go.com/Technology/social-media-giants-counter-misinformation-election/story?id=73563997
https://help.instagram.com/1735798276553028
https://transparency.fb.com/en-gb/policies/community-standards/misinformation/
https://transparency.fb.com/en-gb/policies/community-standards/misinformation/
https://about.meta.com/actions/promoting-safety-and-expression/
https://www.youtube.com/howyoutubeworks/our-commitments/fighting-misinformation/#removing-violative-misinformation
https://www.youtube.com/howyoutubeworks/our-commitments/fighting-misinformation/#removing-violative-misinformation
https://www.straitstimes.com/asia/se-asia/thai-politicians-banned-from-using-tiktok-to-woo-voters

visibility of Community Notes is limited, as the Notes must first obtain consensus from
X users across various political spectrums for them to be pinned to Tweets.”®

Identity verification has also become an issue with social media platforms such as
X, where users can pay a subscription fee for blue check marks next to their usernames,
making it harder to credibly verify the identity of users online.”” Other social media
platforms have measures to verify the identities of users. For instance, Meta
implements identity confirmation on advertisements relating to social issues, elections,
or politics on Facebook and Instagram.

Counter-misinformation/disinformation Actions

This section presents counter-misinformation/disinformation enforcement actions and
interventions taken by governments and mainstream social media platforms.

1. Governments’ counter-misinformation/disinformation actions

Enforcement actions have been taken by governments under their counter-
misinformation/disinformation legislation and regulations. Taking China as an example,
the government launched a nationwide campaign in 2013 to combat online rumours
by shutting down more than 20 accounts on Sina Weibo and sentencing rumour-
creators to 5- or 10-day administrative detention.”® In 2015, in response to rumours
concerning major emergencies and important national events, China carried out special
crackdowns and rectification operations, resulting in the punishment of 197 criminals
who fabricated and spread rumours and the shut down of 165 online accounts.”? In
2023, the Cyber Security Bureau of the Ministry of Public Security deployed a 100-day
special campaign to combat and rectify online rumours.°

As presented in Section 2, some countries adopted additional counter-
misinformation/disinformation measures during election periods, the COVID-19
pandemic, and/or global conflicts. For example, Malaysia’s Emergency (Essential
Powers) (No. 2) Ordinance 2021 criminalises the spreading of false information
concerning COVID-19. Also, prior to its 15t general election, a task force was formed
by Malaysia’'s K-KOMM to tackle fake news on social media. Similarly, the Indonesian
Commission on Elections formed a task force dedicated to combating disinformation
and fake news to safeguard the integrity of the electoral process.

76 Madison Czopek, “Why Twitter's Community Notes Feature Mostly Fails to Combat Misinformation”, Poynter,
30 June 2023, https://www.poynter.org/fact-checking/2023/why-twitters-community-notes-feature-mostly-
fails-to-combat-misinformation/.

77 Sara Ruberg, “Israel-Hamas War Misinformation on Social Media Is Harder to Track, Researchers Say”, NBC
News, 16 October 2023, https://www.nbcnews.com/tech/misinformation/israel-hamas-war-misinformation-
social-media-harder-track-rcna120173.

BARN, ‘BREBEMERNIBETHENEZIES", ALM, 3 May 2013,
http://politics.people.com.cn/n/2013/0503/c1001-21348755.htmL.

7 HEBRN, NREEBELZIFTHEEMKIES XEMRWKS1654", #EH#KM, 31 August 2015,
https://cn.chinadaily.com.cn/2015-08/31/content_21742959.htm.

80 it \REFMEFRARBH, “ARBABARMEIZSFTHEEATI TN, 14 April 2023,
https://www.gov.cn/lianbo/2023-04/14/content_5751576.htm.
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The Russia-Ukraine War, which started in February 2014, significantly
heightened the pressing need to address the threats posed by disinformation
campaigns. In response, the Ukranian Centre on Countering Disinformation was
founded in May 2021 to monitor and analyse information threats to national security,
and it has been actively engaged in fact-checking and debunking efforts since the
outbreak of war in February 2022.81
In Singapore, during the 2023 presidential election period (August to September 2023),
there were eight Correction Directions, four Targeted Correction Directions, and one
Access Blocking Order issued under POFMA. One Correction Direction, one Targeted
Correction Direction, and the Access Blocking Order were subsequently removed on
22 September 2023.

Correction Direction recipients included opposition politician and Reform Party
leader Kenneth Jeyaretnam (three occasions), TikTok user “dr.ishhaq.jay” (three
occasions), the East Asia Forum, and Plan B (a podcast show broadcasted on Spotify
and Instagram, which interviewed Mr James Raj Arokiasamy). The POFMA Office was
subsequently also made aware of the fact that Mr James Raj had made several posts
on TikTok containing further falsehoods and that his TikTok account was eventually
banned.

In August 2023, Kenneth Jeyaretnam received multiple Correction Directions
for false statements, mainly about cabinet ministers’ rentals of Ridout Road bungalows.
TikTok user “dr.ishhaq.jay” was similarly issued Correction Directions regarding claims
on housing policies and voter anonymity, while Plan B received one over various viral
claims aired on its podcast.

Lastly, a Correction Direction was issued to the East Asia Forum in response to
an 18 August 2023 article titled “A spate of scandals strikes Singapore”, which
contained inaccuracies concerning (among other things) the Corrupt Practices
Investigation Bureau’s independence and the Prime Minister's handling of certain
issues. This Correction Direction was later cancelled on 22 September 2023, following
the removal of the article from all publication sites associated with the East Asia Forum
at the request of the article’s author.

Targeted Correction Direction recipients included TikTok and Meta. While the
East Asia Forum’s website was briefly blocked for non-compliance with the Correction
Direction, these measures were lifted after the article was taken down and the author,
Assistant Professor Chan Ying-Kit, issued a public apology.

This content analysis does not provide any further insights into the impact of
POFMA on trust in public institutions and the effectiveness of POFMA. However, there
are also no findings that contradict our previous analysis, which addressed the
qguestions through a public survey.

81 OECD, “Disinformation and Russia’s War of Aggression against Ukraine: Threats and Governance Responses”, 3
November 2022, https://www.oecd.org/ukraine-hub/policy-responses/disinformation-and-russia-s-war-of-
aggression-against-ukraine-37186bde/.
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According to our survey conducted in January 2023, POFMA was found to be
effective in earning public trust and preventing the creation and spread of online
falsehoods.?? For each of the 10 presented POFMA cases in the report, more than 80%
of the respondents chose to believe in the government’s clarification instead of the
original post. More than one-third of the respondents showed agreement or strong
agreement on POFMA's effectiveness in preventing the creation of online falsehoods,
and more than half of them showed agreement or strong agreement on POFMA's
effectiveness in stopping the spread of falsehoods in Singapore.

2. Mainstream social media platforms’ counter-
misinformation/disinformation actions

Social media platforms’ countering misinformation actions were also found to be most
prominent during public health emergencies (COVID-19 pandemic), election
campaigns, and international conflicts.

Public health emergencies

Social media platforms responded to misleading public health misinformation
(particularly related to COVID-19) with various interventions. Notably, Facebook,
Instagram, YouTube, and Twitter implemented misinformation policies specific to
COVID-19. An example is the use of generic banners on Facebook, Instagram, and
Twitter following user searches for COVID-19-related terms.83

Government authorities around the world have also made requests for COVID-
19 misinformation to be removed from social media platforms. For example, between
March 2020 and February 2021, the Australian Department of Home Affairs made over
500 requests to digital stakeholders for such content to be removed (despite having no
direct authority over social media platforms).84 Around the same time, social media
platforms were noted to have taken down a significant number of posts containing
COVID-19 misinformation. Facebook took down two million pieces of such content
from its platform between February and March 2021, while Twitter claimed to have
removed 22,400 tweets between 2020 and March 2021.8>

82 Benjamin Ang and Xue Zhang, “How Effective Is POFMA in Battling Online Falsehoods?”, S. Rajaratnam School
of International Studies, 18 October 2024, https://www.rsis.edu.sg/rsis-publication/rsis/how-effective-is-pofma-
in-battling-online-falsehoods/.

83 Christine Geeng, Tiona Francisco, Jevin West, and Franziska Roesner, “Social Media Covid-19 Misinformation
Interventions Viewed Positively, but Have Limited Impact”, Federal Trade Commission, Last modified 2020,
https://www.ftc.gov/system/files/documents/public_events/1582978/social_media_covid-
19_misinformation_interventions_viewed_positively_but_have_limited_impact.pdf.

84 Josh Taylor, “Australia's Department of Home Affairs Made Most Requests for Covid Misinformation
Takedowns”, The Guardian, 17 February 2021, https://www.theguardian.com/australia-
news/2021/feb/17/australias-department-of-home-affairs-made-most-requests-for-covid-misinformation-
takedowns.

85 Hariz Baharudin and Min Zhang Lim, “Facebook, Twitter Remove Millions of Pieces of Fake News Content
Related to Covid-19", The Straits Times, 23 March 2021, https://www.straitstimes.com/tech/facebook-twitter-
remove-millions-of-pieces-of-fake-news-content-related-to-covid-19.
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More specific interventions on social media platforms were driven by platforms’
partnerships with government and public health authorities, and other organisations.
Examples include the publication of non-pharmaceutical intervention videos (e.g.,
promoting practices such as using hand sanitiser and face masks) by public health
organisations on Facebook in Nigeria and Benin;® and YouTube's partnership with
third-party fact-checkers in the US to highlight fact-checked articles in response to
certain COVID-19-related search results.8” South Korean authorities also provided the
general public with up-to-date health information by regularly posting on social media
platforms.8®

Interventions were perhaps most significant on TikTok, highlighted for the
particularly rapid spread of misinformation and trivialisation of serious health
concerns.?’ In response, TikTok followed Facebook, Tencent, and Twitter in establishing
a partnership with the World Health Organization (WHO) in 2020.%° In its first 10 days,
the WHO's TikTok account published five videos, which gained approximately 87
million views and attracted 250,000 followers.”! The public’s rapid engagement with
such content meant that the WHO was able to quickly share ‘reliable’ information and
health advice on a viral social media platform.??

Election campaigns

In the build-up to general elections in Southeast Asian countries (namely Indonesia, the
Philippines, and Thailand) in 2019, most states’ engagements with social media
platforms were mainly led by civil society, journalists, and academics. Social media
platforms introduced a range of election integrity interventions.

In Indonesia, Facebook worked with six third-party fact-checkers and took down
networks of ‘coordinated inauthentic behaviour’. In the Philippines, both Facebook and
Twitter carried out similar takedowns (including three high-profile takedowns by

86 Jimme Matyek, Sheba U. Tayo-Garbson, Benmun Paul, and Etumnu Emeka Williams, “Comparative Analysis of
COVID-19 Non-pharmaceutical Intervention Videos on Facebook: Insights from Nigeria and Benin Republic”,
Library Philosophy and Practice (e-journal) 2023,
https://digitalcommons.unl.edu/cgi/viewcontent.cgi?article=15293&context=libphilprac.

87 Elizabeth Culliford, “YouTube Expands Fact-check Feature to U.S. Video Searches during COVID-19 Pandemic”,
Reuters, 29 April 2020, https://www.reuters.com/article/idUSKCN22A2W9/.

88 Heidi Tworek and Yoojung Lee, “Lessons from South Korea's Approach to Tackling Disinformation”, Brookings,
21 July 2021, https://www.brookings.edu/articles/lessons-from-south-koreas-approach-to-tackling-
disinformation/.

89 Fernando Beltran, “TikTok And Health: The Dance Of Medicine For Gen Z”, Forbes, 5 September 2023,
https://www.forbes.com/sites/forbesagencycouncil/2023/09/05/tiktok-and-health-the-dance-of-medicine-for-
gen-z/?sh=3567e4365bbc.

90 Karen Hao and Tanya Basu, “The Coronavirus Is the First True Social-Media “Infodemic””, MIT Technology
Review, 12 February 2020, https://www.technologyreview.com/2020/02/12/844851/the-coronavirus-is-the-
first-true-social-media-infodemic/.

91 Harrison Mantas, “The WHO and Red Cross Rack up Big Numbers Talking Coronavirus on TikTok through
Vastly Different Strategies”, Poynter, 10 March 2020, https://www.poynter.org/fact-checking/2020/the-who-
and-red-cross-rack-up-big-numbers-talking-coronavirus-on-tiktok-through-vastly-different-strategies/.

92 Dalvin Brown, “What's True about Coronavirus? World Health Organization Joins TikTok to Share 'Reliable’
Information”, USA Today, Last modified 2 March 2020,
https://www.usatoday.com/story/tech/2020/03/01/coronavirus-who-tiktok-reliable-and-timely-
advice/4924049002/.
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Facebook); Facebook also worked with three third-party fact-checkers. In Thailand,
Facebook worked with one third-party fact checker and introduced a ban on foreign
political advertising.”®

Some platforms have launched in-app tools designed to ensure the prioritisation
of reliable election information. Previously, Twitter had introduced a tool allowing users
to report misinformation about national elections. This tool was made available in
Australia, South Korea, and the US in 2021, before being introduced in Brazil, the
Philippines, and Spain in 2022. However, the company disabled the feature after
rebranding as X in 2013, sparking concern from academic and policy organisations
alike.?*

The launch of in-app tools can also be paired with proactive content removal.
For example, in addition to the launch of its aforementioned ‘Election Centre’ feature
in the lead-up to the 2020 US presidential election, TikTok oversaw the removal of
340,000 videos for breaking election misinformation rules, as well as 1.75 million
accounts for ‘automation’ during the 2020 election period.”> Moreover, following
criticism for insufficient efforts to stem the spread of online falsehoods during the 2022
Malaysian general election,’® TikTok later clamped down on a network of inauthentic
accounts that promoted narratives in support of the Perikatan Nasional political party
- this network consisted of 53 accounts followed by 174,472 users.?” Additionally, in
the lead-up to the recent Taiwanese elections, TikTok removed 54 of 105 videos
suspected of being election-based misinformation by the Taiwanese Central Election
Commission.”®

Other specific interventions on social media regarding election campaign-
related misinformation have been directly initiated by government authorities. In 2022,
Brazilian lawmakers granted unilateral powers to the national election authority to
force social media platforms to remove election-based misinformation within two
hours of the content being posted.”? Ahead of the Canadian 2024 general election,
Elections Canada launched an online tool providing factual information to social media

93 Jonathan C. Ong and Ross Tapsell, Mitigating Disinformation in Southeast Asian Elections: Lessons from Indonesia,
Philippines and Thailand, NATO StratCom Centre of Excellence, 2020,
https://stratcomcoe.org/cuploads/pfiles/nato_mitigating_disinformation_web_20may-1.pdf.

94 Mariko Oi, “X Scraps Tool to Report Electoral Fake News - Researchers”, BBC News, 28 September 2023,
https://www.bbc.com/news/business-66944123.

95 Makena Kelly, “TikTok Removed More Than 300,000 Videos for Election Misinformation”, The Verge, 24
February 2021, https://www.theverge.com/2021/2/24/22298024/tiktok-election-misinformation-
disinformation-transparency-report.

96 The Economic Times, “Time Ticking for TikTok to Review Its Policy”, The Economic Times, 27 June 2023,
https://economictimes.indiatimes.com/news/company/corporate-trends/time-ticking-for-tiktok-to-review-its-
policy/articleshow/101275512.cms?from=mdr.

97 A'bidah Zaid Shirbeeni, “TikTok Removes 1.5 Million Malaysian Videos Violating Safety Guidelines”, Marketing
Interactive, 8 January 2024, https://www.marketing-interactive.com/tiktok-malaysia-safety-guidelines.

8 Taipei Times, “TikTok Removed Over Half of Flagged Videos: CEC”, Taipei Times, 22 January 2024,
https://www.taipeitimes.com/News/taiwan/archives/2024/01/22/2003812475.

99 Elizabeth Dwoskin, “How Facebook and TikTok Are Helping Push Stop the Steal in Brazil”, The Washington Post,
29 October 2022 https://www.washingtonpost.com/world/2022/10/29/facebook-tiktok-brazil-election-
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platform users in response to the most common online falsehoods observed by
Canadian authorities.1®

A more recent concern for social media platforms involves the use of generative
Al in election campaigns and political advertising. In November 2023, Meta announced
a global ban on political advertisers from using its generative Al tools in their election
campaigns.1°! While TikTok already has in place a ban on political advertising, and more
recently announced new regulations for Al-generated content (reviewed in the
previous section), the enforcement methods and overall effectiveness of these policies
will likely only become clearer during future election cycles.

Russia-Ukraine War

Social media platforms, including Meta and TikTok, established specific task forces,
mechanisms, and operations for combating misinformation related to the Russia-
Ukraine war. At the beginning of the war, Meta set up a “special operations centre”
overseen by native Russian and Ukrainian-speaking experts (responsible for responding
to misinformation in real-time).1°2 Between 24 February and 31 March 2022, TikTok’s
safety team dedicated to the conflict claimed to have removed 41,191 videos, as well
as 321,784 inauthentic accounts in Russia and 46,298 inauthentic accounts in
Ukraine.103

Other platforms such as Twitter adopted new approaches to labelling state-
affiliated media posts that may have contained misinformation. Between 28 February
and 16 March 2022, Twitter claimed to have labelled over 910,175 tweets containing
links to Russian state-affiliated media.1%* TikTok also expanded its labels for state-run
media accounts (from Russia, Ukraine, and Belarus) to 40 additional markets in January
2023.195 However, subsequent analysis has questioned the effectiveness of TikTok'’s
labelling policy, including suggestions that many popular Russian-state propaganda
accounts were not labelled, and that labels have done little to prevent Russian
exploitation of TikTok’s notoriously viral algorithms.1% The conflict in Ukraine has also

100 peter Zimonjic, “Elections Canada Launches Online Disinformation Tool to Prepare Voters for Next Federal
Election”, CBC News, 12 January 2024, https://www.cbc.ca/news/politics/elections-canada-electofacts-
disinformaton-1.7081902.

101 Eileen Yu, “Meta Will Enforce Ban on Al-Powered Political Ads in Every Nation, No Exceptions”, ZDNET, 30
November 2023, https://www.zdnet.com/article/meta-will-enforce-ban-on-ai-powered-political-ads-in-every-
nation-no-exceptions/#google_vignette.

102 Adam Smith, “Meta Launches ‘Special Operations Centre’ in Response to Russia’s ‘Devastating’ Invasion of
Ukraine”, The Independent, 25 February 2022, https://www.independent.co.uk/tech/meta-special-operations-
centre-russia-s-ukraine-b2023468.html.

103 TikTok, “Bringing More Context to Content on TikTok”, 4 March 2022, https://newsroom.tiktok.com/en-
us/bringing-more-context-to-content-on-tiktok.
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https://blog.twitter.com/en_us/topics/company/2022/our-ongoing-approach-to-the-war-in-ukraine.

105 Sarah Perez, “TikTok Rolls Out Its ‘State-controlled Media’ Label to 40 More Countries”, TechCrunch, 18
January 2023, https://techcrunch.com/2023/01/18/tiktok-rolls-out-its-state-controlled-media-label-to-40-more-
countries/.

106 David Klepper, “TikTok Propaganda Labels Fall Flat in ‘Huge Win'’ for Russia”, Associated Press, 30 March 2023,
https://apnews.com/article/tiktok-russia-propaganda-labels-ukraine-kremlin-china-
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seen TikTok remove fake accounts spreading disinformation as part of its efforts to
remove propaganda networks on the platform.1%”

Israel-Hamas war

The Israel-Hamas war has also drawn increasing attention towards content moderation
policies and misinformation interventions by social media platforms and companies,
including Facebook. While misleading content on the conflict remains persistent on the
platform, measures against misinformation remain in place in the face of the conflicts
in Gaza and Ukraine.

TikTok has also responded to the Israel-Hamas conflict by removing content around
hate speech, misinformation, and incitement to violence on its platform. The company
mentioned that it has seen an uptick in fake engagement, alluding to the scale and
scope of videos regarding the conflict. Since the outbreak of the war, it has taken down
as many as 24 million fake accounts worldwide, along with more than 21 million in the
month leading up to the conflict.108

Factors Contributing to the Persistence of
Misinformation/Disinformation

The preceding sections highlight substantial investments by governments and
platforms to counter online falsehoods; nevertheless, misinformation and
disinformation continue to proliferate. Several factors may account for this persistence.

First, the creation and spread of online falsehoods often outpace the response
time of countermeasures. Al has facilitated the rapid generation of falsehoods, making
them more persuasive and appealing. When packaged in formats such as memes or
short videos, falsehoods can circulate rapidly and reach wide audiences before
regulatory interventions take effect. By contrast, fact-checking and corrective notices
are resource-intensive and usually take longer to reach audiences.

The second challenge lies in the scepticism of both the public and social media
platforms toward anti-falsehood measures. The public may view such legislation as
serving not only to safeguard public order but also to consolidate political control,
thereby eroding trust in government interventions and reinforcing perceptions of
censorship. For social media platforms, commercial incentives to maximise engagement
and advertising revenue may clash with the task of moderating content. Engagement-
driven algorithms tend to amplify viral content regardless of its veracity.

107 Mark Cenite, “Commentary: TikTok Scores Points for Its Handling of Russia’s Invasion of Ukraine”, Channel
NewsAsia, Last modified 26 March 2022, https://www.channelnewsasia.com/commentary/tiktok-moderation-
censorship-russia-ukraine-war-disinformation-facebook-2581171.

108 TikTok, “Our Continued Actions to Protect the TikTok Community during the Israel-Hamas War”, Last modified
2 October 2024, https://newsroom.tiktok.com/en-gb/protect-tiktok-community-israel-hamas-war.
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Third, online falsehoods are inherently transnational and adaptive. Domestic
legislation has limited reach over content originating overseas, especially when
deliberately disseminated through foreign influence operations. At the same time,
purveyors of falsehoods continually adapt to enforcement, e.g., by migrating to
different platforms or leveraging generative Al to scale their activities.

Implications for Singapore: Ways to Strengthen the
Effectiveness of POFMA

Given these persistent challenges, we will use the example of Singapore and its POFMA
legislation to consider ways to strengthen state-led countermeasures against
misinformation/disinformation. The following non-mutually exclusive implications are
drawn from the preceding review and content analysis of POFMA cases.

1. Communicating with the public more explicitly and consistently
through more communication channels

We noted an inconsistency in communication through the content analysis of POFMA
cases during the 2023 presidential election period. Based on publicly available
information extracted from press releases on 18 and 20 Aug 2023, it was not
mentioned explicitly that Targeted Correction Directions were issued to TikTok, which
is typically the case when such directions are issued to platforms. Instead, it was stated
that “TikTok Pte. Ltd. will also be required to communicate a correction notice to all
end-users in Singapore that had accessed the TikTok Post.” A greater level of
explicitness and consistency in communication can enhance public understanding of
the actions undertaken by the POFMA Office.

Singapore might consider addressing a broader range of falsehoods and
communicating to the public through more channels, including social media platforms.
For example, the government initiative “Factually” may consider setting up social media
accounts on Facebook and TikTok. In addition to sharing press releases, "Factually”
could broaden its outreach by inviting experts in various areas (e.g., scientists,
professors, and doctors) and influencers to explain the importance of fact-checking and
to debunk misinformation/disinformation widely spread in Singapore. “Factually” may
also collaborate with other government ministries, statutory boards, and agencies (e.g.,
the Ministry of Health, National Library Board, and Agency for Integrated Care) to
conduct POFMA campaigns to raise public awareness and clarify misleading
information and misconceptions.

2. Raising public knowledge of fact-checking by weaving media and
information literacy into education

All the jurisdictions covered in our review have recognised the importance of media
and information literacy (MIL), with MIL integrated into public education and/or school
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curricula. Previous studies of MIL education have demonstrated advances in critical
thinking skills and positive behaviour change in terms of the evaluation of information.
Successful implementation of MIL led to critical thinking outcomes, including greater
awareness of messaging, bias, and representation.1%?

In Singapore, students and young adults learn and refine strategies through
programmes and modules (e.g., cyber wellness) to critically evaluate online information
- including evaluating the credibility of sources online. Other programmes include
understanding the impacts of online falsehoods. MIL initiatives for adults are also
implemented. The S.U.R.E. (Source, Understand, Research, Evaluate) campaign by the
National Library Board aims to equip Singaporeans with the necessary skills, strategies,
and tools to navigate the online information space confidently.110

S.U.R.E. has categorised resources for various segments of the population,
including teachers, students, adults, and seniors. Tailored programmes and resources
can help to deliver targeted efforts to a specific audience.!'! S.U.R.E. for Work equips
working adults with strategies to parse reliable sources of information within their
professional environment - these include fact-checking tools and tips. S.U.R.E. for Life
is an educational effort aimed at educating the public on the impact and threats of
deliberate online falsehoods and to equip and enhance the information literacy of
Singaporeans.112

While existing MIL programmes in Singapore have been elevated by the S.U.R.E.
campaign and its various initiatives, further enhancements can be undertaken. A cogent
understanding of the media environment, both locally and internationally, is
instrumental in mapping out a comprehensive media and information landscape.
Crucially, it is important to note that accessing credible and high-quality information is
not the sole responsibility of individuals in Singapore. A network of actors - including
institutions, technology platforms, and nations - together with the public, assists the
successful development and deployment of MIL initiatives. Deeper insights could be
sought into how MIL training and education can be leveraged to enhance public media
engagement with MIL initiatives. Considerations can also be made to monitor media
effects on the public to ascertain the level of critical thinking skills.113

109 Se-Hoon Jeong, Hyunyi Cho, and Yoori Hwang, “Media Literacy Interventions: A Meta-Analytic Review”,
Journal of Communication 62 (2012): 454-72.

110 National Library Board, “Sure Elevated”, Accessed 13 August 2024, https://www.nlb.gov.sg/main/site/sure-
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111 National Library Board, “Resources for the Public”, Accessed 13 August 2024,
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112 National Library Board, “Sure Elevated”, Accessed 13 August 2024, https://www.nlb.gov.sg/main/site/sure-
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Conclusion

Through a comparative analysis of governments’ and social media companies’ counter-
falsehood measures, the study highlights both the limitations of current interventions
and the challenges inherent in regulating and mitigating online falsehoods. Several key
factors contribute to the persistence of online falsehoods, including the speed,
adaptability, and transnational nature of false content, public scepticism toward anti-
falsehood legislation, and engagement-driven amplification by social media algorithms.
Drawing on these insights, the study focuses on Singapore’s use of POFMA
legislation as an example to propose implications to enhance the effectiveness of
countermeasures, emphasising the need for clearer and consistent public
communication through multiple channels, and enhancing public awareness of fact-
checking through MIL education.

More research can be done to further examine MIL and its role in responding to
media messages and government clarifications. Evaluating the effectiveness of current
interventions, both domestically and internationally, can help identify which MIL
educational measures effectively influence public behaviour. The insights would also
help to determine the strengths of MIL awareness and initiatives in Singapore, guiding
enhancements to existing programmes.
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